Berkswich Parish Council
Data Protection Impact Assessment (DPIA) for Al Usage
This form must be completed before Berkswich Parish Council deploys or materially changes

any Al-enabled processing involving personal data. The Clerk/RFO should complete this with
input from councillors and any relevant suppliers.

Section / Question

BPA Al Usage Log ref #

Project / Al use case name

Project owner / business area
Date of assessment

Version / review date

Description of the Al use case

Purpose of the processing

Why Al is being used instead
of a less intrusive alternative

Categories of data subjects
affected

Categories of personal data
involved

Any special category or
criminal offence data?

Source of the personal data

Answer

Example: Use of Microsoft Copilot or another approved Al
drafting tool to help prepare routine correspondence,
summarise notes, draft newsletters and improve
administrative writing. Replace with the exact tool and use
case actually proposed.
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V1 for review May 2027

Example: Use of Al tools to assist with routine parish
council administration, such as drafting correspondence,
summarising meeting notes, preparing newsletter text and
improving document drafting. Confirm the exact use
case before approval.

Example: To support efficient administration of council
business, improve drafting quality and reduce manual
effort in preparing routine communications and records for
residents, councillors, meetings and local services.
Example: Al is intended only as a drafting and
summarising aid to save staff time on routine tasks. The
same work could be done manually, but Al may improve
efficiency where the content is checked by a human
before use. The council should confirm that no more
personal data than necessary is entered into the tool.
Example: Residents, correspondents, event attendees,
councillors, staff, contractors, volunteers and members of
the public who contact the council.

Example: Personal identifiers, contact details,
correspondence content, event booking details and
records needed for the proper administration of the
council. The council should avoid entering unnecessary
personal data into Al tools and should not input special
category data unless specifically assessed and approved.
Example: Not intended as part of the normal use case. If
health data, safeguarding information, complaints
involving sensitive personal matters or criminal offence
information might be entered, this use should stop and a
separate assessment should be completed first.

Mainly from residents, correspondents, councillors, staff,
contractors and council records already lawfully held by
Berkswich Parish Council. Data may also come from
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Lawful basis under UK GDPR

Article 9 condition (if special
category data is used)

Does the Al involve profiling or
automated decision-making?

Could decisions produce legal
or similarly significant effects?

Human involvement /
oversight in outputs or
decisions

Model / system name and
supplier

Is the Al model hosted
internally or by a third party?

Will personal data be used for
model training, fine-tuning or
improvement?

Explain any vendor
processing terms,
controller/processor roles and
contracts in place

International transfers
involved?

notes taken at meetings or from information submitted
through normal council channels.

Example: Usually public task for the exercise of the
council’s official functions and administration and possibly
contract or legal obligation for some internal processes.
The council should confirm the lawful basis for each
specific use case rather than relying on a single basis for
all Al uses.

Not applicable for the normal intended use case. If special
category data is ever required, the council must identify
the relevant Article 9 condition and document why use of
Al remains necessary and proportionate.

Example: No, not for the proposed use. Al would be used
to assist with drafting and summarising only, not to profile
residents or make automated decisions about services,
complaints, employment, allotments or other council
matters.

Example: No. The council should not use Al to make
decisions with legal or similarly significant effects on
individuals. Any material decision must remain with an
authorised person or the council itself.

All Al outputs must be reviewed, edited where necessary
and approved by the Clerk or another authorised officer
before they are sent, published or relied upon. Councillors
and staff should be instructed not to treat Al output as
accurate without checking it.

Example: Microsoft Copilot for Microsoft 365 or another
council-approved Al tool. Insert the exact product name,
supplier and version or service details before approval.
Likely third-party hosted cloud service, unless the council
adopts an internally hosted system. The hosting model,
data location and administrative controls should be
confirmed from supplier documentation.

Example answer to seek from supplier: No personal data
entered by Berkswich Parish Council should be used to
train or improve the vendor’s general model unless this
has been explicitly agreed, documented and assessed. If
the answer is unclear, the council should treat this as a
risk and avoid entering personal data.

Berkswich Parish Council is expected to remain the
controller for personal data it chooses to process. The Al
supplier is likely to act as processor or separate controller
depending on the service terms. The council should
review the contract, data processing terms, security
commitments and any transfer arrangements before use.
Possibly yes, depending on the supplier and hosting
location. The council should confirm whether personal
data leaves the UK and, if so, what transfer mechanism
and safeguards are in place.

Page 2 of 4



Retention period for inputs,
outputs, logs and audit
records

Who will have access to the
data, outputs and logs?

Security measures (for
example access control,
encryption, segregation,
monitoring)

Data minimisation measures

Accuracy and quality controls
for inputs and outputs

Bias, fairness and
discrimination risks identified

Explainability / transparency
measures for individuals

How privacy information will
be provided

How individuals can exercise
their rights (access,
rectification, erasure,
objection, restriction)

Risk to individuals if the Al is
wrong, biased, insecure or
misused

The council should minimise retention. Prompts and
outputs should only be kept where necessary for the
council record and should then be retained under the
council’s normal retention policy. Supplier logs and audit
records should be reviewed against contract terms and
reduced where possible.

Access should be limited to authorised staff and, where
relevant, councillors with a legitimate need to use the tool.
Administrative access should be restricted and logs
should be available only to those responsible for
governance, security or troubleshooting.

Use council-managed accounts where possible, strong
passwords and multi-factor authentication, role-based
access, supplier encryption in transit and at rest, device
security, prompt handling rules, audit logging where
available and removal of personal identifiers before input
where possible.

Only the minimum data needed for the task should be
entered. Names, addresses, case histories, complaint
details and other identifiers should be removed or
generalised unless strictly necessary. Staff and councillors
should receive simple written rules on acceptable prompt
content.

Inputs should be checked before use and outputs should
be reviewed for factual accuracy, tone, confidentiality and
relevance. Al-generated content must not be published or
relied upon without human checking against the
underlying records.

Risks include inaccurate or unfair wording in
correspondence, overconfident summaries, omission of
important context and inappropriate assumptions about
individuals or complaints. This risk is reduced by limiting
use to drafting support and requiring human review before
any action is taken.

The council should be able to explain in plain language
that Al is used only as an administrative support tool, what
kinds of tasks it helps with, what personal data may be
involved and that decisions are not made solely by Al.
The council should update its privacy notice and any
relevant staff guidance to explain the use of Al-assisted
tools, the purpose of processing, the lawful basis, any
suppliers involved and how individuals can raise concerns
or exercise rights.

Individuals can contact the council through its usual data
protection or clerk contact details to make requests.
Requests should be handled under the council’s existing
rights procedures, with any Al-related data, prompts,
outputs or logs considered where relevant and available.

Possible harms include disclosure of personal information
to an external supplier, inaccurate statements in council
correspondence, unfair treatment if outputs are relied
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Likelihood of harm (low /
medium / high)

Severity of harm (low /
medium / high)

Mitigations and controls to
reduce the risks

Residual risk after mitigation

Need to consult the ICO
before processing starts?

Internal consultation
completed (DPO, security,
legal, HR, affected teams)

Consultation with individuals
or representative groups (if
appropriate)

Final recommendation / go-
live conditions

Approver name and role
Approval date

Next review trigger / review
date

upon without checking, loss of trust and avoidable
complaints to the council or regulator.

Example: Medium, if personal data is entered into the tool
without proper controls. Lower if the council restricts use
to low-risk drafting tasks and removes identifiers before
use.

Example: Medium. Harm is likely to be reputational,
procedural or privacy-related rather than physical, but
could still be serious for individuals if confidential
information is mishandled.

Use only approved tools; prohibit use for sensitive
casework unless separately assessed; minimise personal
data in prompts; require human review of all outputs; train
councillors and staff; review supplier terms; confirm
transfer safeguards; update the privacy notice; and keep
use under periodic review.

Example: Low to medium, provided the Al is used only for
low-risk administrative support, personal data entry is
minimised and meaningful human oversight is always
applied.

Example: Not usually, if the remaining risk is not high after
mitigation. If the council proposes Al use involving
sensitive data, vulnerable individuals or significant
decisions, this should be reconsidered with specialist
advice.

Example: Clerk/RFO, Chair where appropriate, external
Data Protection Officer or adviser if appointed and supplier
documentation review. Record the date of consultation
and any actions arising before go-live.

Usually not required for a low-risk internal drafting tool, but
the council may wish to note concerns raised by residents,
councillors or staff if Al use becomes more visible or
broader in scope.

Recommended only for limited low-risk administrative use,
subject to approval of the specific tool, supplier checks,
staff guidance, privacy notice updates and confirmation
that all outputs remain under meaningful human control.
Example: Full council, relevant committee or delegated
officer in line with the council’s governance arrangements.
Insert the actual approver name and role.

Insert approval date once formally approved.

Review at least annually and sooner if the tool changes, a
new supplier is introduced, personal data types expand,
the council wants to use Al for decision-making or any
incident, complaint or significant concern arises.
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